D.S. McGregor and Partners LTD
Privacy Notice

Data Protection Act 1998&EU General Data Protection Regulations 2018.
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1. INTRODUCTION

Here at D.S McGregor and Partners Ltd we strive to protect all of our staff and client’s personal data in accordance with all
Data Protection laws and regulations. We are committed to ensuring that your privacy is protected. Should we ask you to
provide certain information by which you can be identified then you can be assured that it will only be used in accordance

with this privacy statement.

We may change this policy from time to time. You should check our website to ensure that you are happy with any changes.
This policy is effective from 25/05/18 and is available on the DSMCG Website.

This privacy notice is with reference to the Data Protection Act 1998, and the EU General Data Protection Regulation 2018,
it provides you with details of how D.S. McGregor and Partners Ltd collect and process your personal data.

D.S. MCGREGOR AND PARTNERS LTD is the data controller and we are responsible for your personal data held on our
practice management systems.

Our email address is admin@dsmcg.co.uk

Our office locations are:

THURSO OFFICE WICK OFFICE

D.S. MCGREGOR AND PARTNERS LTD D.S. MCGREGOR AND PARTNERS LTD
Veterinary Surgery Veterinary Surgery

Janet Street Airport Industrial Estate

Thurso Wick

Caithness Caithness

KW14 7EG KW1 4QS




2. HOW WE USE YOUR PERSONAL DATA

We will only use your personal data when legally permitted to do so. The most common uses of your personal data are:

For Clients

e  Where we need to set up an account for you.

e Where it is necessary for our legitimate interests (or those of a third party) and your interests and fundamental rights
do not override those interests.

e When we need to transfer information with regards to a veterinary referral to a third party

e  Where we need to comply with a legal or regulatory obligation.
e Where you have made a claim to an Insurance Company and they require us to share your information.

For Staff

e Where we need to be able to register your details for payroll, tax and national insurance
e Where we need to register you for professional Indemnity
e Where we need to manage subscriptions on your behalf with professional organisations

e Where we need to re-imburse you for expenses incurred

Generally, we do not rely on consent as a legal ground for processing your personal data, other than in relation to sending
marketing communications to you via email, phone or text message. You have the right to withdraw consent to marketing
at any time by emailing us at admin@dsmcg.co.uk

If you are not happy with any aspect of how we collect and use your data, you have the right to complain to the Information
Commissioner’s Office (ICO), the UK supervisory authority for data protection issues (www.ico.org.uk). We would be
grateful if you contact us first if you do have a complaint so that we can try to resolve it for you.

It is very important that the information we hold about you is accurate and up to date. Please let us know if at any time your
personal information changes by emailing us at admin@dsmcg.co.uk

Purposes for processing your personal data

Set out below is a description of the ways we intend to use your personal data and the legal grounds on which we will
process such data. We have also explained what our legitimate interests are where relevant.

We may process your personal data for more than one lawful ground, depending on the specific purpose for which we are
using your data. Please email us at admin@dsmcg.co.uk if you need details about the specific legal ground we are relying
on to process your personal data where more than one ground has been set out in the table below.


http://www.ico.org.uk/
http://www.ico.org.uk/

Purpose/Activity (Clients)

To register you as a customer

To deliver veterinary goods and services
to clients for the benefit of their animals

To manage our relationship with you
which will include notifying you about
changes to our terms or privacy policy

To administer and protect our business
and our site (including troubleshooting,
data analysis, testing, system
maintenance, support, reporting and
hosting of data)

To deliver relevant content and
advertisements to you and to measure
and understand the effectiveness of our
advertising

To use data analytics to improve our
website, products/services, marketing,
customer relationships and experiences

To make suggestions and
recommendations to you about goods
or services that may be of interest to
you

Type of data
e Identity
e Contact
e |dentity
e Contact

e  Financial

e Transaction

e |dentity
e Contact
e Identity
e Contact
e Identity
e Contact
e Marketing

e Anonymised data

e I|dentity
e Contact
e Marketing

Lawful basis for processing

Performance of a contract with you

Performance of a contract with you
Legal responsibility

Necessary for our legitimate interests

Performance of a contract with you

Necessary to comply with a legal
obligation

Necessary for our legitimate interests

Necessary for our legitimate interests.

Necessary to comply with a legal
obligation

Necessary for our legitimate interests.
On the basis of consent

Necessary for our legitimate interests.

Necessary for our legitimate interests.
On the basis of consent



Purpose/Activity (Staff)

To register you as an employee

To register statutory payments with
HMRC

Payment of private and auto-enrolled
pension payments

To register with professional bodies and
organisations

Sick notes and Emergency Contact
details

Appraisal and disciplinary records

Workplace references

Type of data

Identity
Contact

Bank Details

Identity
Contact

Financial & Bank

Identity
Contact

Financial

Identity

Contact

Identity

Contact

Emergency Contacts

Identity

Identity

Lawful basis for processing

Performance of a contract with you

Processing payment of salary

To enable payment of Taxes and
National Insurance

To comply with Legal responsibilities

Necessary for our legitimate interests

Performance of a contract with you

Necessary to comply with a legal
obligation

Necessary for our legitimate interests

Necessary for our legitimate interests

Used to provide support and indemnity
cover

Necessary for our legitimate interests.

Necessary for our legitimate interests

For our legitimate interest

On the basis of personal staff member
request.



Marketing communications
You may receive marketing communications from us if you have:

(i) requested information from us or purchased goods or services from us; or

(ii) if you provided us with your details and ticked the box at the point of entry of your details for us to send you
marketing communications; and

(iii) in each case, you have not opted out of receiving that marketing.

D.S. McGregor and Partners Ltd, will get your express opt-in consent before we share your personal data with any third
party for marketing purposes.

You can ask us or third parties to stop sending you marketing messages at any time by emailing us at admin@dsmcg.co.uk
and we will send you a link through the Assisi portal so you can update your preferences

Where you opt out of receiving our marketing communications, this will not apply to personal data provided to us as a
result of a product/service purchase, product/service experience or other legal obligations.

3. DISCLOSURES OF YOUR PERSONAL DATA

We may have to share your personal data with the parties set out below for the purposes set out in the table in paragraph 2
above:

e Service providers who provide IT and system administration services. ( EG: Practice Point who is the supplier of our
practice management system.)

e Professional advisers including solicitors, bankers, auditors and insurers who provide consultancy, banking, legal,
insurance and accounting services.

¢ HM Revenue & Customs, regulators and other authorities based in the United Kingdom and other relevant
jurisdictions who require reporting of processing activities in certain circumstances.

We require all third parties to whom we transfer your data to respect the security of your personal data and to treat it in
accordance with the EU General Data Protection Regulations 2018. We only allow such third parties to process your
personal data for specified purposes and in accordance with our instructions.

4. INTERNATIONAL TRANSFERS

We do not transfer your personal data outside the European Economic Area (EEA). However some of our cloud based
storage systems may use storage locations outside of the EEA. For the cloud based systems we will make every effort to
ensure your data is protected by regulations comparable to the latest UK legislation.

Where we are obliged to make contact and share your personal data with organisations outside of the EEA (such as import
or export of animals) we will require your written consent for doing so.


mailto:admin@dsmcg.co.uk

5. DATA SECURITY

We have put in place appropriate security measures, antivirus, malware protection to prevent your personal data from
being accidentally lost, altered, disclosed or accessed in an unauthorised way. In addition, we limit access to your personal
data to those employees, agents, contractors and other third parties who have a legitimate interest to use such data. They
will only process your personal data on our instructions and they are subject to a duty of care, confidentiality and
professionalism at all times.

We have put in place procedures to deal with any suspected personal data breach and will notify you as soon as the breach
has been identified. We will also notify the ICO and any other applicable regulator of a breach where we are legally required
to do so. This will be recorded electronically / manually in accordance to the Regulatory requirements and all information
given to the ICO in relation to the incident when requested.

6. DATA RETENTION

We will only retain your personal data for as long as necessary to fulfil the purposes we collected it for, including for the
purposes of satisfying any legal, accounting, or reporting requirements.

To determine the appropriate retention period for personal data, we consider the amount, nature and sensitivity of the
personal data, the potential risk of harm from unauthorised use or disclosure of your personal data, the purposes for which
we process your personal data and whether we can achieve those purposes through other means, and the applicable legal
requirements.

By UK law we must keep basic information about our customers (including Contact, Identity, Financial and Transaction Data)
for six years after they cease being customers for tax purposes.

In some circumstances you can ask us to delete your data immediately after ceasing business with D.S. McGregor and
Partners Ltd: See below for further information. We must however adhere to the UK Laws and may need to retain the
financial information.

In some circumstances we may anonymise your personal data (so that it can no longer be associated with you) for research
or statistical purposes in which case we may use this information indefinitely without further notice to you.



7. YOUR LEGAL RIGHTS

Under certain circumstances, you have rights under data protection laws in relation to your personal data. These include
the right to:

o Request access to your personal data.

. Request correction of your personal data.

. Request erasure of your personal data.

. Object to processing of your personal data.

. Request restriction of processing your personal data.

o Request transfer of your personal data.

. Right to withdraw consent. You can see more about these rights at:

https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/individual-rights

If you wish to exercise any of the rights set out above, please email us at admin@dsmcg.co.uk

You will not have to pay a fee to access your personal data (or to exercise any of the other rights). However, we may charge
a reasonable fee if your request is repetitive, or excessive. Alternatively, we may refuse to comply with your request in
these circumstances.

We will need to request specific information from you to help us confirm your identity and ensure your right to access your
personal data (or to exercise any of your other rights). This is a security measure to ensure that personal data is not
disclosed to any person who has no right to receive it. We may also contact you to ask you for further information in
relation to your request, so we can deliver our response.

We will try to respond to all legitimate requests within one month. Occasionally it may take us longer than a month if your
request is particularly complex or you have made a number of requests. In this instance, we will notify you and keep you
updated.

If you would like further information, have any concerns with regards to our Data Protection Policy then please do not
hesitate to contact us at admin@dsmcg.co.uk



https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/individual-rights
mailto:admin@dsmcg.co.uk

Data tracking for clients

Register with the practice
Animal History requested from
another vet practice and added
onto Assisi, Essential info
collected, contact information
for reminders/marketing are
established

Deletion:
Current clients
deactivated on
Assisi, anonymised
after 7 years

Death of animal
SRUC Cremation

Potential Risks

\ Unable to pay excess

Debt collection agency

Vaccine Regime set up

) Chameleon

» Incorrect information entered

and stored by Assisi, Chameleon,

secure collections, RBS, Petlog
Information Accessible to 3™

party
» Information lost in transit
Emailed to wrong person

Credit

agreement
Bank

Payment plans
Secure collections
Direct debits

Micro chipped

Petlog

In for procedure

Laboratory Investigation (limited
data, animal name and surname)
Insurance claims

Referred
Referral hospital
requires contact
info only

Alternative
therapist
Treatment

~




Where does Data come from?

XL FARMCARE, APHA, insurance
companies, clients, cats protection, other
vet practices, alternative therapists, guide,
hearing, and assisted dogs, charities,
Nursing homes.

What data do we store?
Name, address, Phones numbers, Email address,
Bank details for D/D’s, Financial History.

How is it secured and how long do we store it?
Password protection for all PC’s and laptops, Assisi

pm system, XL farm care , APHA-SAM, Gov gateway,
Pc’s also have antivirus and firewall. Stored in locked

cupboards for insurance, archived paper work is
locked in the archive room. All data is stored for 7

years then all paper is then destroyed. Electronic data

is deleted or anonymised

Why do we need it?

Contact for in-patients, insurance, invoicing,
referrals, investigation, identification, legal
documents, and directions

Client Data

Who is responsible?

All of the above companies in the shared data
box.

Vets, Nurses, Receptionists- Insurance
companies, client registration, Lab and referrals,
Special orders, Consent forms

Admin staff — Clients, Bank details
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Who do we share it with?

Shared

p & J, Sac, sruc, bio best, axiom, nationwide labs,
pals, Liphook, rest, laboklin, Liphook, Langford
veterinary, Tag companies (allflex, Ritchie, cox,
Ketchum, quick tag, pet tag, Cleveland studios),
Petlog, Edinburgh uni, Glasgow uni, Liverpool
(Sarcoid), dermatology referral service, East
nuke, RBS, secure collections, , equine medical
services, Teleos, Ventana, Chameleon vaccine
reminders, pet plan, agria, halter monitoring
services, pdsa, animal health trust, Animal Plant
health Agency, Highlands and islands, , Clyde
Veterinary group, vet envoy, BVA

May need Access
Victor Fraser Accountancy, Assisi,

Potentially have access
Microsoft, Google, Xero, AVG, Twist, Todist,
farmvet, Mozilla (emails), Vet Dynamics

Where do we store it?

Assisi PM System, insurance folders, filing
cabinets, Laboratory records, APHA — SAM,
Staff mobiles phones, Laptops and PC, archive
room, vets office

Paper work is stored in locked cupboards
Electronic data is password protected for PC’s,
mobiles and online data




Data tracking for employees

New Employee form HMRC Aviva
References requested for ) Sage payroll —) Staff pensions
previous employer Locked filing cabinet
Locked filing Cabinet \
XL vets
Database for
employees
Potential Risks
» Incorrect information entered
and stored by Assisi
Information Accessible to 3™
party Bank details
Deletion: » Information lost in transit salary .
Currently kept for 7 years for Emailed to wrong person Sage and locked filing
HMRC atled to wrong perso cabinet
Data cleansed after 1 year to
essential info and achieved
Sick note

Medical Information
Locked filing cabinet

A /

Curricultl.umeitae Contract Assisi PM System Emergency contact info
Personal info . . ) .
i As Client info Kept in a locked filing
Locked filing cabinet ¢— Personal info C— ¢— binet
Locked filing cabine
cabinet
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Where does Data come from?

New employee starter form, Previous
employer, HMRC, doctors, family,
directors, managers

What data do we store?

Name, gender, address, Phones numbers,
Email address, Bank details, references,
sickness records, disciplinary notes, risk «—
assessments, medical information, National
insurance and tax codes, holiday dates,
appraisal notes, contracts, CPD info,
Emergency contact details, hours of work,
role in company.

How is it secured and how long do we store it?
Password protection for all PC’s and laptops, Assisi pm
system, APHA-SAM, Gov gateway, Pc’s also have
antivirus and firewall. Locked cupboards for insurance,
financial data is in locked cabinet in admin office

Data is kept for 7 years

Paper is then destroyed and electronic date is
deleted/anonymised

Why do we need it?

Emergency Contact, Car insurance, Tax and
National insurance, Health and safety, RVCS
compliance, FSA compliance, Verification
qualifications, for role, car breakdown cover,
pensions

Employee Data

Who do we share it with?

Shared data

HMRC, VDS, Sage payroll, Aviva
pensions, nfu car insurance, XLvets,
car breakdown cover, British Telecom,
Gulf Fuel, RBS, Medicine suppliers

Potential access to data
Vodaphone, 02, FSA

May need access
Victor Fraser accountancy

Where do we store it?

Assisi PM System, insurance folders,
filing cabinets, mobiles, Laboratory
records, Laptops and PC, archive
room, vets office, sage, Aviva

Paper work is stored in locked cupboards
Electronic data is password protected for
PC’s, mobiles and online data

Who is responsible?
Admin staff, Directors, HMRC, Aviva
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